Years 1 and 2

Online Safety Long Term Plan Cycle A and Cycle B

Autumn
Privacy and Security

Explain and give examples of what is
meant by ‘private’ and ‘keeping things
private’.

Describe and explain some rules for
keeping personal information private

Spring
Online Bullying

Explain what bullying is, how people
may bully others and how bullying can
make someone feel.

Explain why anyone who experiences
bullying is not to blame

Talk about how anyone experiencing
bullying can get help

Summer
Online Reputation

Explain how information put online
about someone can last for a long
time.

Describe how anyone’s online
information could be seen by others.

Self-lmage and ldentity

Know if something happens that
makes me feel sad, worried,
uncomfortable or frightened | can give
examples of when and how to speak
to an adult | can trust and how they
can help.

Explain how other people may look
and act differently online and offline.
Give examples of issues online that

Managing Online Information

Demonstrate how to navigate a simple
webpage to get to information | need
Explain why some information | find
online may not be real or true.

Copyright and Ownership

Recognise that content on the internet
may belong to other people

Describe why other people’s work
belongs to them.
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Years 3 and 4

Years 5 and 6

might make someone feel sad,
worried, uncomfortable or frightened;
give examples of how they might get
help.

Privacy and Security

Explain that internet use is never fully
private and is monitored

Describe how some online services
may seek consent to store information
about me

Online bullying

Explain how someone’s feelings can be
hurt by what is said or written.

Explain how content shared online
may feel unimportant to one person
but may be important to other
people’s thoughts feelings and beliefs

Online reputation

Explain ways that some of the
information about anyone online
could have been created, copied or
shared by others

Online relationships
Self-image and identity

Explain what it means to ‘know
someone’ online and why this might
be different from knowing someone
offline.

Explain why someone may change
their mind about trusting anyone with
something if they feel nervous,
uncomfortable or worried

Describe strategies for safe and fun
experiences in a range of online social
environments

Managing online information

Describe some of the methods used to
encourage people to buy things online
Explain how using technology can be a
distraction from other things

Copyright and ownership

Explain that others online can pretend
to be someone else, including my
friends, suggesting reasons why they
might do this.

Give examples of how to be respectful
to others online and describe how to
recognise healthy and unhealthy
online behaviours

Privacy and Security

Describe how and why people should
keep their software and apps up to
date

Describe simple ways to increase
privacy on apps and services that
provide privacy settings. (Strong
passwords)

Online Bullying

Recognise online bullying can be
different to bullying in the physical
world and can describe some of those
differences

Explain how anyone can get help if
they are being bullied online and
identify when to tell a trusted adult.
Identify a range of ways to report

Online reputation

Describe ways that information about
anyone online can be used by others
to make judgments about an
individual and why these may be
incorrect

Explain the ways in which anyone can
develop a positive online reputation
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concerns and access support both in
school and at home about online
bullying

Explain how to block and capture
abusive users

Online relationships
Self-image and identity

Identify and critically evaluate online
content relating to gender, race,
religion, disability, culture and other
groups, and explain why it is
important to challenge and reject
inappropriate representations online
Describe issues online that could make
anyone feel sad, worried,
uncomfortable or frightened.

Explain the importance of asking
untilget the help needed

Managing online information

Explain how search engines work and
how results are selected and ranked
Define the terms ‘influence’,
‘manipulation’ and ‘persuasion’ and
explain how someone might
encounter these online

Copywriter and ownership

Give examples of content that is
permitted to be reused and know how
this content can be found online
Demonstrate how to make references
to and acknowledge sources | have
used from the internet

3|Page




Years 1 and 2

Years 3 and 4

Autumn
Privacy and security

Explain rules to keep myself safe when
using technology both in and beyond
the home

Explain simple guidance for using
technology in different environments
say how those rules / guides can help
anyone accessing online technologies
Explain who | should ask before
sharing things about myself or others.

Spring

Online bullying/ Online Relationships

Describe different ways to ask for,
give, or deny my permission online
and can identify who can help me if |
am not sure.

Explain why 1 should always ask a
trusted adult before clicking ‘yes’,
‘agree’ or ‘accept’ online

| can explain who can help me if | feel
under pressure to agree to something |
am unsure about or don’t want to do.

Summer

Online reputation

Know who to talk to if something has
been put online without consent or if
it is incorrect.

Explain why | have a right to say ‘no’
or ‘l will have to ask someone’.

Online relationships
Self-image and identity

Give examples of how someone might
use technology to communicate with
others they don’t also know offline &
explain why this might be risky.
Explain simple well-being awareness

Managing online information

Explain the difference between things
that are imaginary, ‘made up’ or
‘make believe’ and things that are
‘true’ or ‘real’

Copy write and ownership

Explain how it may make others feel if
| do not ask their permission

Identify who can help me if something
happens online without my consent.

Privacy and security

Know what the digital age of consent
is and the impact this has on online
services asking for consent

Explain why some online activities
have age restrictions, why it is
important to follow them and know
who | can talk to if others pressure me
to watch or do something online that
makes me feel uncomfortable
ldentify times or situations when
someone may need to limit the
amount of time they use technology

Online bullying

Explain how someone’s feelings can be
hurt by what is said or written.

Explain how content shared online
may feel unimportant to one person
but may be important to other
people’s thoughts feelings and beliefs

Online reputation

Explain ways that some of the
information about anyone online
could have been created, copied or
shared by others
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Years 5 and 6

Online relationships
Self-image and identity

Online safety parents assembly
Explain what it means to ‘know
someone’ online and why this might
be different from knowing someone
offline.

Explain why someone may change
their mind about trusting anyone with
something if they feel nervous,
uncomfortable or worried

Describe strategies for safe and fun
experiences in a range of online social
environments

Managing online information

Describe some of the methods used to
encourage people to buy things online
Explain how using technology can be a
distraction from other things

Copyright and ownership

Explain that others online can pretend
to be someone else, including my
friends, suggesting reasons why they
might do this.

Give examples of how to be respectful
to others online and describe how to
recognise healthy and unhealthy
online behaviours

Privacy and Security

Describe ways in which some online
content targets people to gain money
or information illegally; | can describe
strategies to help me identify such
content

Describe common systems that
regulate age-related content (e.g. PEGI,
BBFC, parental warnings) and describe
their purpose

Online Bullying

Explain that there are some people |
communicate with online who may
want to do me or my friends harm. |
can recognise that this is not my / our
fault.

Explain how someone can get help if
they are having problems and identify
when to tell a trusted adult.

Online reputation

Explain how sharing something online
may have an impact either positively
or negatively

Describe how to be kind and show
respect for others online including the
importance of respecting boundaries
regarding what is shared about them
online

Describe how things shared privately
online can have unintended
consequences for others

Online relationships
Self-image and identity

Explain strategies anyone can use to
protect their ‘digital personality’ and
online reputation, including degrees of
anonymity.

Managing online information

Describe the difference between online
misinformation and dis-information
Discuss the pressures that technology
can place on someone

Action different strategies to limit

Copywriter and ownership

Describe ways in which some online
content targets people to gain money
or information illegally; | can describe
strategies to help me identify such
content
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Describe some of the ways people
may be involved in online
communities and describe how they
might collaborate constructively
with others and make positive
contributions

the impact of technology on health

Explain that taking or sharing
inappropriate images of someone (e.g.
embarrassing images), even if they say
it is okay, may have an impact for the
sharer and others; and who can help if
someone is worried about this.
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